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HCI0/1b30BaHUH ceTH «MHTepHeT» MyHHIHIAABHOT0 610/15KeTHOTO
00meo0pasoBaTebHOro yupexaenus «EMenbsaHOBCKAS cpeIHsis o0meo0pa3oBaTebHAA
mkoja «Huwxneropekoro paiiona Pecny6anku Kpbiv

Hacrosiiast uHeTpyKkuus paspaboTana ist ydammxest 1-11 KmaccoB, KOTopast Z0/DKHA
MIOMOY5b INKOJIEHUKAM 0€30MacHO HAXOIUTHCS B CETH.

KomnbloTepubie BHpychbI

KoMmbroTeprblif  BEpyC - 3T0  pasHOBHIHOCTH  KOMITBEOTEPHBIX IIPOTpaMM,
OTJIMYUTEIBHOH OCOOEHHOCTBIO KOTOPOW SBISAETCS CIOCOGHOCTH K  PasMHOMNEHWIO. B
AOTIOJIHCHUE K 3TOMY, BUPYCHI MOTYT IOBPEIUTH MM IOJHOCTBIO YHHUYTOXHUTH BCE (aiiibsl U
AlaHHBIC, TIOIKOHTPOJIBHBIE IIOJIB30BATENO, OT UMEHH KOTOPOro ObLIa 3alylleHa 3apakeHHas
Nporpamma, a TaKXe MOBPEUTh WM [aXe YHHUYTOXKHTH ONEPAHOHHYIO CHCTEMY CO BCEMH
(aitnamu B neoM. B 60JIBITHHCTBE Cllydaes paclpoCTPaHSAIOTCS BUPYCH Yepe3 HHTEPHET.

MeTop1 31 TEL OT BPEIOHOCHBIX IIPOTPAMM:

1. Viconk3y#t coBpeMeHHBIE OIEpAIlOHHBIE CHCTEMbI, HMEIOIIME CEPhe3HbIil YPOBEHD
3aIUTHI OT BPEZJOHOCHBIX IPOIPaMM;

2. TloctosiuHO ycTaHaBnMBail madtv (UMGBPOBBIE 3aIIATKH, KOTOPHIE ABTOMATHUECKH
YCTaHABIMBAIOTCS C LEJNbIO J0pabOTKM IpOrpaMMbl) H JIpyrue OOHOBIEGHHS CBOEH
OneparoOHHOA cucTeMbl. CkauMBail X TONBKO ¢ OGUIMATBLHOTO caiiTa paspabotunka OC. Eciu
CYIIECTBYET PEKUM aBTOMATUIECKOTO OOHOBIICHHUS, BKIIIOUH €T0;

3. PaGotali Ha cBOEM KOMIIBIOTEpE MOJ [PaBaMU IOJIb30BATENS, 4 HE aAMHUHHCTPATODA.
OT0 He MO3BOJHMT GONBIIMHCTBY BPEIOHOCHBIX NPOTPAMM HMHCTAJUIHPOBATHCS HA TBOEM
IIEPCOHATIBHOM KOMITBIOTEPE;

4. Wcnonb3yi aHTMBHPYCHBIE TIPOrPAMMHBIE POLYKTHI H3BECTHBIX MPOU3BOMKTENEH, ©
ABTOMAaTHYECKUM OOHOBJICHHEM 0as3;

5. Orpanu4b GU3HIECKHI TOCTYI K KOMIIBIOTEPY IS TIOCTOPOHHMX JIAIL;

6. Mcrnone3y# BHEITHME HOCHTENH HHPOPMALNH, Takhe Kak (IIemKa, JUCK WK (aill u3
HHTEPHETA, TOJIBKO U3 IIPOBEPEHHBIX HCTOUYHUKOB;

7. He oTkpeIBaif KOMIBIOTepHBIE (aifiibl, MOMyYEHHBIE M3 HEHAIEKHBIX HCTOYHUKOB.
Haxe e Qaiibl, KOTOpBIE IIpHCIaT TBOM 3HAKOMBIH. JlydIle yTOUHH y HETo, OTIPABIISUI I OH
Tebe ux.

Ceru WI-FI



Wi-Fi - 9T0 He BuA nepenayn NaHHBIX, He TEXHOJIOTHSI, & BCETO JIMIIb OpeH 1, mapka. Emie
B 1991 rony Huaepnanjackas KOMIaHus 3apeructpupoBana 6pern "WECA", uro o603uauano
cnoBocoderanue "Wireless Fidelity", kotopsiit mepeBomuTes kax "GecrpoBoHAs TOYHOCTS".

Jlo Hamero BpeMeHu momuta mpyras ab0peBHarypa, KOTOpas SIBISETCS TaKOH IKe
TeXHOJIoruer. 1o ab6pesuarypa "Wi-Fi". Takoe HasBanue GBLIO JTAHO ¢ HAMEKOM Ha CTaHOapT
BBICIIEH 3ByKOBO# Texnuku Hi-Fi, uto B mepeBoze o3HauaeT "BBICOKAS TOYHOCTD" .

Ha, GecriatHblif HHTEpHET-1OCTYT B Kade, OTensx u a’poroprax SBISIETCS OTIUYHOM
BOSMOXKHOCTBIO BBIXO/Ia B MHTEPHET. HO MHOIME 9KCHIEPTHI CYHTAIOT, YTO 06IIEN0CTyIHbe Wi-
Fi cetu He sBnstOTCS GE30MaCHBIMH.

Cogetsl 110 Ge3omacHoCTH PaGOTHI B 06MEOCTYIHBIX ceTsix Wi-fi:

1. He mepenasaii cBoo nwunHylo HH(pOpMAIHIO gyepe3 obmenocrynusie Wi-Fi ceru.
Pabotas B HuX, JKeNaTeTbHO He BBOAUTE NIAPOIH IOCTYIIA, JIOTHHBI H KAKHE - TO HOMEDpa;

2. Vicnione3yit u OGHOBIISI aHTHBHPYCHbIE nporpaMMel B OpaHamayep. TeMm caMbiM Thi
00e30machIIb cebst OT 3aKadYKU BUPYCa Ha TBOE YCTPOHCTBO;

3. Ilpu wucnomb3oBannn Wi-Fi orimoun ¢ynxuuo "O6mmit Joctyn K ¢aiinam u
npuHTepam". JlaHHas (YHKIHS 3aKphITa O YMOJNYAHHIO, OJHAKO HEKOTOPBIE II0JIb30BATENH
aKTHBUDYIOT €€ JUIsl yA00CTBa HCIOIB30BaH|s B paboTe MK yuele;

4. He ucnons3yit ny6nuunei WI-FI s [epe/lavi JIMYHBIX JaHHBIX, HAIpPUMED JULs
BbIXO/Ia B COIMANIbHbIC CETH HIIH B JIEKTPOHHYIO M0YTY;

5. Ucnone3yii TONBKO 3alMINEHHOE COEIMHEHHE gepe3 HTTPS, a ve HTTP, 1.e. npu
Habope Be6-aapeca BBOAM uMeHHO "https:/";

6. B wmobwibHOM Temepone orkmounm Qymkumio "Tomkmouenme k  Wi-Fi
aBTomMaTH4ecku'. He nomyckaif aBToMaTHyecKkoro mojkmodeHus ycrpoicTBa k cetsm Wi-Fi 6e3
TBOETO COIJIaCHS.

Couunanbubie ceTn

Couuanbuble ceTH akTHBHO BXOIAT B HAIIY )KH3Hb, MHOTHE JTFOJIH paboTaloT U JKUBYT
Tam MOCTOsHHO, a B Facebook YK€ 3aperucTpUpPOBaH MUJUIHAP]] YEIIOBEK, YTO SIBIISIETCS OJIHOMN
CEABMOH BCEX JKHTENed IUIaHETHl. MHOrHe MOJb30BaTeNM He MOHUMAIOT, YTO uHpopmarnus,
PasMEIICHHAA MU B COLMANBHBIX CETSAX, MOXET OBITh HaM/IeHa M HCIIOJIb30BAaHA KEM YTOIHO, B
TOM YHCJIe He 003aTeIBHO ¢ OIaruMu HaMepeHHsIMH.

OcHOBHBIE COBETHI 110 GE30IIACHOCTH B COLMATBHBIX CETAX:

1. Orpannus cnucox apysedt. Y Tebs B JApy3bsAX HE JOJDKHO OBITH CIIyYaiiHBIX Hu

HE3HAKOMBIX JIFOJEH;



2. 3amwmait cBolo yacTHyio xu3Hb. He ykasbiBait napony, TenedoHsl, anpeca, aary
TBOETO POXKACHAS U NPYTYIO JIHYHYIO MH(OPMAIMIO. 3T0YMBIIUIEHHHKH MOTYT HCIIOIB30BATE
Jiaxke MH(pOPMALIAIO O TOM, KaK ThI M TBOH POJIATEINH [IAHAPYETe IIPOBECTH KaHHKYJIBL;

3. 3ammimait cBOIO peryTanuIo - EpXKH ee B YHCTOTE M 3a1aBail cee BOIIPOC: XOTeN ObI
ThI, YTOOBI APYTHE TOTB30BATEIH BUAEIH, YTO THI 3arPyIKACIIh? IMomymait, mpexne yem aTo-TO
OIyOJIMKOBaTh, HALIUCATE U 3arPy3HUTH;

4. Eciu TBI TOBOPHIIB C JFOABMH, KOTOPHIX HE 3HAEIIID, HE HCIIONIB3YH CBOE PEATBHOE MM
H IPYTYIO JINIHYIO MH(DOPMALMH: MMS, MECTO JKHTEIBCTBA, MECTO YUeOHI U IPOUee;

5. M3berait pasmemenus dororpaduit B MnTepHeTe, rie Thi H300paXkeH Ha MECTHOCTH,
TI0 KOTOPO# MOXHO ONPEIETUTh TBOE MECTOIIOIOKEHHE,

6. Ilpu perucTpanuy B COUMANBHON CETH HEOGXOMMMO HCTIOTB30BATE CIIOKHDIC HapoJId,
cocTosiue U3 OyKB U UQP U ¢ KOIMYECTBOM 3HAKOB HE MEHee §;

7. Jlnst conmanbHOR CeTH, IOYTH U JPYTHX CAHTOB HEOOXOMMMO HCIIONB30BATE pasHble
naposu. Torna ecin Te6st B3TOMAIOT, TO 3IOYMBINLTEHHHKH [ONYYaT JOCTYI TOJBKO K OXHOMY
MECTY, a He BO BCe Cpa3y.

JJIeKTPOHHbBIE N€HbIH

ONeKTPOHHBIE JIEHBIH - 3TO OYeHb YIOOHBIA CIIOCOG TLTATEXeH, OXHAKO CYLIECTBYIOT
MOIIEHHHUKH, KOTOPBIE XOTAT MMOJYYHUTh ITH IECHBIH.

ONeKTPOHHbIE NEHBIH MOSBAJIACH COBCEM HEABHO M MMEHHO H3-33 HTOIO BO MHOIMMX
roCy/iapCTBax 10 CHX IIOp HE IMPOIKCAHO PO HUX B 3aKOHAX.

B Poccu xe-0nM QyHKIHOHEPYIOT M 0 HEX yiKe IIPOIHECAHO B 3aKOHE, I7I€ UX pa3IeistoT
Ha HECKOJIPKO BUJIOB - aHOHMMHEIC M HE aHOHUMHBIE. Pa3HHIIa B TOM, 4TO aHOHMMHBIE - 9TO Te, B
KOTOPBIX  pa3spelaeTcsi MPOBOAMTH oOlepanvd 0e3 MACHTUDHMKAIME MONB30BATENs, 4 B
HEaHOHUMHBIX MICHTH(OUKALHS 10JIb30BATENS SIBISIETCS 06S3aTeIbHOIH,

Taioke crnenyer pasnuuarh 25€KTPOHHBIE (DHATHBIE NEHBIH (paBHBI roCyIapCTBEHHBIM
BAIIOTaM) H 3JIEKTPOHHbIE He(HATHBIE JEHBIH (He PAaBHBI FOCYAapPCTBEHHBIM BAJIIOTaM).

OCHOBHEIE COBETHI 110 6€30MacHOi paboTe ¢ EKTPOHHBIMY JIEHBIAMH:

1. IlpuBska K cueTy MOGHIBHBIH TerehoH. ITO cambiil YAOOHBIH ¥ OBICTPEIA CrIoco6
BOCCTAaHOBHTE HOCTYH K cuery. Ilpussammbii Temedon momoxer, ecnum 3abypems cBoif
TUIATEXXHBIH NapOJIb UK 3ai/IENb Ha CAlT C HE3HAKOMOTO YCTPOHCTRA;

2. Mcrions3yit onHopasossie mapomy. ITocie mepexozna Ha YCHJIEHHYIO aBTOPH3AIHIO Tebe
yXke He Oy/eT yrpoxkaTh ONIaCHOCTh KPaXH HIIH IIePeXBata ITATEXHOT0 apoJIs;

3. Beibepu cnoxwbli mapoms. IlpectymHukam OyZeT He MPOCTO yrajaTh CIIOMKHBIN

I1apoJib. Haz[exchIe IIapoJIy - 3TO MapoJIH, KOTOPBIE COACPIKAT HE MEHEE 8 3HaKOB ¥ BKJIIOYAIOT B



ceOst CTPOYHBIE M MPOMKCHEIE OYKBBI, HQPPHI ¥ HECKOJIBKO CHMBOJIOB, TAKHe KaK 3HAK J0.UIapea,
¢byHTa, BOCKIMIATebHBI 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAaHHBIE HA caliTaX, KOTOPHIM HE JOBEPSEIIb.

JJIEKTPOHHASI [0YTA

ONEeKTpOHHAs M0YTa - 3TO TEXHOJIOTUS U MPEIOCTABISIEMbIE €10 YCIYTH 0 IEPECHUIKE U
IOJyYEHHUIO DJIEKTPOHHBIX COOOIIECHHUHM, KOTOPHIE PACIpPENENIOTCS B KOMIBIOTEPHOW CETH.
OO6BIYHO 3JIEKTPOHHBIN IIOYTOBBII SITITAK BBITJISI AT CIEAYIOIUM obpazom:
UMs_TIOJTb30BaTeNs(@UMs_JTOMEHa. Takke KpoMe mepefayd IPOCTOTO TEKCTa, KMEEeTCs
BO3MOXHOCTb IT€peaaBath (aisl.

OcHOBHBIE COBETHI 10 Oe30nacHOi paboTe ¢ 3NEKTPOHHOM MOYTOH:

1. Hano BBIOpaTh MpaBHIIBHBIA IOYTOBEIA CepBHC. B MHTepHETE €CTh OIPOMHBIN BEIOOD
OecIuTaTHBIX MMOYTOBBIX CEPBHCOB, OJHAKO JIyYIlle JTOBEPATh TE€M, KOTO 3HACIIb U KTO IIEPBBIA B
pEUTHHTE;

2. He yxa3piBaii B TM4YHOH Mo4YTe JUYHYIO MHGpopmanuio. Hampumep, stydiie BeiOpaTh
"My3bIKanbHBIH (anaT@" wmm "pox2013" Bmecto "temal3";

3. Wcnonp3yii ABYX3TAIHYIO aBTOPH3AIHIO. JTO KOTJa MOMUMO Iapojisi HYXKHO BBOIUTH
KOJI, IpUChUIaeMblit 1o SMS;

4. Bribepu cnoxHbBIA maposib. Js KaXIoro MOYTOBOIO SIIMKA JOJDKEH OBITH CBOM
HaJEXKHBIA, yCTOMYMBEIA K B3JIOMY I1apOJib;

5. Eciin ecTh BO3MOXHOCTH HalmMcaTh CaMOMY CBOHM JIMYHBINA BOIIPOC, MCIOJB3YH 3Ty
BO3MOXXHOCT;

6. Wcnonb3yit HECKOJNIBKO IOYTOBBIX SIMUKOB. IIepBBIN Ii YacTHO#H INEPENuCKH C
aZipecaTaMM, KOTOPHIM ThI JIOBEpsellb. DTO AJIEKTPOHHBIN aIpec He HaJ0 HCIOJIb30BAThH MIPH
perucTpanuy Ha popymax U caifTax;

7. He otkpeiBaii (aiiel M Apyrue BIOXKEHUS B IMUChbMAaX, JaXX€ €CIH OHH IMPHUIUIH OT
TBOUX Jpy3el. Jlydmie yTouHH y HUX, OTIIPABJISUIN JIX OHU Tebe 3TH (aidisr;

8. Ilocne oxoHYaHMs pabOTHI HA IOYTOBOM CEPBHUCE NEPEJT 3aKPBHITUEM BKJIAJKU C CAUTOM
He 3a0y1p HaXKaTh Ha "Berita".

Kub6ep0Oy/simHr WM BUPTYaJIbHOE H3/1€BATEIbCTBO

KubepOyutiHr -  mpecieoBaHHE COOOIIEHUSMH, COJCPXKANIMMU  OCKOPOJICHUS,
arpeccHio, 3allyrHBaHHe; XYJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAaHME C IOMOIIBIO PA3IMYHBIX
HUHTEPHETCEPBUCOB.

OcHoBHBIE COBETHI 110 00phOe ¢ KubepOyILTHHTOM:



1. He Gpocaiics B 6oif. Jlyummii crioco6: TIOCOBETOBATECS Kak ceOsl BECTH M, ecid Her
TOTO, K KOMy MOXHO OGpaTHTHCS, TO BHauaye YCIOKOUThCA. Ecnu ThI HauHems orseyary,
OCKOpOJICHUSIMH Ha OCKOPOJICHHS, TO TOIBKO elme GojThme Pa30xOKenIb KOH(IHKT;

. 2. Yupasnsit coeit kubeppenyrarmeis;

3. AHOHMMHOCTH B cerm MHMMast. CyInecTByloT crmoco6s BBLICHHTB, KTO CTOHT 3a
AHOHMMHBIM aKKayHTOM;

4. He crout Bectn XYJHUTaHCKHH 00pa3 BUPTYaTbHOM SKH3HIL Hnrepuer puxcupyer pee
TBOM IEHCTBHAS M COXPaHSET UX. Y IaTuTh Hx Oyzet xpaitne 3aTPYHATEINBHO;

5. Cobmonait cBoro BHPTYaJbHYIO Y€CTh CMOJIOY;

6. UrHopupyit equanunb;it Heratus. OnHOpa3oBbie OCKOPOHUTENBHBIE COOBIIEH s JIy4iie
UrHOpHpOBaTh. OGBIMHO arpeccus TIpEKpaIaeTcs Ha HavanbHOM CTauH;

7. Ban arpeccopa. B IIporpaMmax o6MeHa MIHOBEHHBIMH COOOIIEHHUSIMH, B CONUATBHEIX
CCTIX €CTh BO3MOXHOCTH GIIOKHPOBKH OTIPaBKH COOOLIEHMIT ¢ ONpeeeHHbIX aJIpecos;

8. Ecmun TH CcBumerems KuGepOymmara. Teon ACHCTBHS:  BBICTYIIUTE IIPOTHB
TIpECICN0BATENs, [OKA3aTh eMy, 4TO ero ACHCTBUS OLEHHBAIOTCS HETaTHBHO, IOJUIEp)KaTh
KEPTBY, KOTOPOH HYXHA ICHXOSOTHYECKAs [IOMOIIb, COOOIMTH B3POCIHBIM 0 baxre
arpeCCHBHOTO IIOBE/ICHHS B CETH.

Mo6uibHbIit Tesedon

CoBpemennrie CMapTGOHbl ¥  IUIAHIIETH! CONEpXaT B cebe BHONHE B3POCIBI
byHkunonan, wu TCIEPE OHM MOTYT KOHKYpPHpOBAaTh co CTAallIOHAPHBIMH  KOMITBIOTEpaMH,
Onnaxo, cpencts ammurs UL TIONOOHBIX YCTPOMCTB MOKA OYEHD Mao. TecrupoBanue u mouck
YASBHUMOCTEH B HHX NIPOHCXOIHUT HE Tak MHTCHCHBHO, Kak [uis ITK, To sxe camoe kacaercs u
MOOHIIBHBIX TIPHIIOKEHHI,

CoBpemennbIe MOGHTBEHEIE Opay3zeps! yxe TIPaKTHYECKH MOTHAIH HACTOJIBHEIE aHaIIOTH,
OZHAKO pacuMpeHne ¢yHKOMOHANA Bieder 3a CO00H GONBIIYIO ClIOKHOCTE 1 MEHBIIYIO
3alIMIIEHHOCTb.

Manexo He Bce mpowmssomTeNH BBIITYCKAIOT OGHOBIICHHUS], 3aKpHIBAIOIIHE KPUTHYECKHE
YA3BUMOCTH JUIsl CBOMX yCTPOMCTS,

OcHoBHbIE coBeTHI 151 GesomacHocTH MOGHITBHOTO Tesedona:

Huygero ue sBusercs TIo-HacTosmeMy GecrmatHbiM. Bynp OCTOPOXXEH, BeIb KOrja Tebe
TIpeNIaraioT GecIIaTHbIN KOHTEHT, B Hem MOTYT OBIT CKPBITHI KAKHE - TO ILIATHELC YCIyTH;

Hymait, npexne gem OTnpasuth SMS, ¢Goto mmm Bumeo. Thr TOYHO 3HACINb, I'le OHM
OynyT B KoHEeuHOM HTOrE?

Heo6xoaumo o6uoBSITE OIEpalliOHHYIO CHCTEMY TBOEro cMaprdona;

Hcnonb3yit antusupycusie TIPOTPaMMBI 1T MOGHITBHEIX TeNe(OHOB;



He sarpysxait npunoxenus or HEU3BECTHOIO MCTOYHHKA, BEIb OHH MOTYT COZIEpXKATh
BPEIOHOCHOE NPOrpaMMHOe obecIeyenue;

Ilocne Toro xax TeI BEHimems caliTa, rzie BBOAMII JIHUHYIO uHboOpMaIHIO, 3aiiu B
HaCTpo¥iku Gpaysepa i ynamm cookies;

Iepronmaeckn nposepsit, kakue IwraTHER YCIYTH aKTHBHPOBAHBI Ha TBOEM HOMEpE;
JaBaii cBoit HOMep MOGHIBHOrO TeneOHA TONBKO JIOIsM, KOTOPBIX THI 3HACIIb W KOMY
JIOBEpSICIIIb;

Bluetooth momxen 6biTh BBIKJIIOYCH, KOT/la THI KM HE IOJb3yemmbest. He 3a65mait HHOT1a
MIPOBEPATH 3TO.

Online urper

CoBpemenHbIe OHJIAWH-WIPBl - 9TO KPacOYHEIe, 3aXBaThIBAIOIINE DPa3BIICYECHNS,
OOBEMHSIONINE COTHH THICSY YeIOBEK 10 BceMy MHpYy. WIrpoku ucciienyioT naHmsii mm MHD,
O0IIAKOTCS APYT ¢ APYrom, BBIIONHSIOT 3a/laHud, CPAXKAIOTCA ¢ MOHCTPAMH H TIOTYYAOT OITBIT.
3a ynoBOJNBCTBHE OHM MuATAT: TIOKYIIAIOT JHCK, OIUIAYHMBAIOT a0OHEMEHT WIIH pHOOpeTaroT
KaKHe-TO OII[HH.

Bee stu cpenctsa mayr ma TOICP)KaHHE U pa3sBHTHE WIPHl, a TaKkKe Ha camy
0e30macHOCTb: COBCPIICHCTBYIOTCS CHCTEMBI aBTOPH3ALINH, BBIIYCKAIOTCSI HOBBIE [TATYH
(umdpoBsie 3amnaTky s IPOTPaMM), 3aKpIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1mono6ueIx wurpax crour omacarscs me CTOJIBKO CBOHMX CONEPHHKOB, CKOJIBKO KPAXKH
TBOCTO MapoJIs, Ha KOTOPOM OCHOBAaHA CHCTEMA aBTOPH3aIlMH OOBITMHCTBA HTD.

OCHOBHBIE COBETHI 10 G€30MACHOCTH TBOETO HUI'POBOTO aKKayHTa:

1. Ecim npyroii urpok BemeT ce6st mioxo HIIA CO3/1aeT Tebe HEeNPHATHOCTH, 3a0JI0KHpYi
€r0 B CITUCKE HTPOKOB;

2. Toxanyiics aAMUHHCTPaTOpaM MWIPBl Ha IUIOXO€ IIOBEACHHE HTOrO . UTPOKa,
KEIIaTEIIBHO MPUIIOXKKMTE KaKHe-TO JI0KA3aTe/IbCTRA B BH/JIE CKPDHHOB;

3. He yxasbiBait mranyro HHpOpMarHio B mpodaiine UI'DHI;

4. YBaxail Ipyrux y4acTHHKOB 110 Hrpe;

5. He ycranapnuBaii HEO(HIHabHEIE TaT9H | MOJIBI;

6. Vicnions3yit cioxusie u PpasHble mapoJm;

7. Jlaxe BO BpeMs HIPbl HE CTOMT OTKJIO4aTh aHTHBHpYC. [loka ThI mrpaems, TRO
KOMIIBIOTEp MOT'YT 3apa3uTh.

QHIMHT HJIH KPAKa JHYIHBIX JAHHBIX

OOGbryHOM Kpakeif nemer u AOKYMEHTOB CETONHS YK€ HHKOTO HE YNUBHINb, HO C

Pa3sBUTHEM  HHTEPHET-TEXHONOTHH  3JI0yMBIIIICHHAKY NEepEMECTUIINCh B  HHTEPHET, W

[IPOZIOJDKAIOT 3aHUMATHCS "IIFOOMMBIM" J1e710M.



Tax mosBunace HoBas yrposa: HHTEPHET-MOIICHHUYECTBA WM (HINKHT, TJIaBHAS I1e/1h
KOTOPOTO COCTOHT B HONYYeHHH KOH(HIEHIMANTbHBIX JAHHBIX IOJB30BATENEH - JOIMHOB W
naponedt. Ha anrmmiickom sisbike phishing unraetcs kax ¢ummar (ot fishing - peibras nosns,
password - mapos).

OcHoBHEIE coBeTHI 0 60pEGE C ¢bummHrOM:

1. Cnemm 3a cBomm akkayHTOoM. Ecmm ThI IIOJIO3pEeBaCIlb, YTO TBOS AHKETa ObLIa
B3JI0MaHa, TO HeOOXOUMO 3a0IIOKHPOBATh €€ M COOBIIHTD aIMHHHCTpATOpaM pecypca 00 3ToM
KaK MOYXHO CKOpee;

2. Ucnione3yii 6e30macHbie BeO-CaliThI, B TOM YHCIe, UHTEPHET-Mara3uHoB U MOHUCKOBBIX
CHCTEM;

3. Vcnone3yit ciioxHbIe U pasHbIe napomu. Takum obpasoM, ecinu Te6s B3IOMAIOT, TO
3JOYMBIIICHHUKH IIOJTY4aT JOCTYII TOJIBKO K OJHOMY TBOEMY IIPO(UITIO B CETH, a He Ko BCEM;

4. Ecii Te6s1 B3OMaIH, TO HEO6X0IMMO NPEIyNpPEUTh BCEX CBOUX 3HAKOMBIX, KOTOPEIE
N06aBIeHE! y TeOsI B APY3BAX, O TOM, 9TO TeOs B3TOMATH H, BO3MOXHO, OT TBOETO UMEHH Gyer
PacchUIaThCs CrIaM U CCBUIKA Ha (QHINMHTOBBIE CalTHL,

5. Yeranosu HazexHbli napois (PIN ) Ha MOOMIIBHEIH TenedoH;

6. OTKITIOUM COXpaHEeHHe IapoJIs B Opaysepe;

7. He otkpeiBait (aiiiel u apyrue BioskeHus B IHMCbMAaXx, aXe €CIM OHU MPHUILIA OT
TBOUX Npy3eH. JIydine yToUHE y HUX, OTIPABIISUHM M OHY Te6e 3TH (aitisr.

Iudposas penyranus

Iudposas pemyrauus - 370 HeraTWBHAS MM [O3UTHBHAS uHpOpMaIHs B ceTH o Tebe.
Komnpomerupytomas uadopmanus, pasmemennas B HHTEPHETE, MOXET CEPhE3HBIM 06PazoM
OTpasuTbCs Ha TBOEH peanbHOH xu3HU. "I{udpposas penyTanus" - 3T0 TBOM HMHJUK, KOTOPBIi
(opmupyercs u3 undopmanum o Tebe B HUHTEpHETE.

TBoe mecto xurenncTBa, yue6sl, TBoe puHAHCOBOE TIOJIOXEHHE, OCOGEHHOCTH XapakTepa
M paccKassl O OJIM3KHX - BCE 9TO HAKAIUIMBAETCS B CETH.

MHOT¥e TOAPOCTKH NErKOMBICTIEHHO OTHOCATCH K IyOIMKAIUH JIMIHOM nHDOpManuy B
HuTepHeTe, He IOHUMas BO3MOXHBIX MOCTENCTRBHI. Thi AaXe HE CMOXEIIb JIOTagaThCs O TOM,
4To oTorpadus, pasmemennas 5 et Hasa, cTana IPAYHHOH OTKAa3a NPUHATH Te0s Ha paboTy.

Kommenrapuu, pasmemenne TBOMX dororpaduit u npyrue neiicreus MOI'yT He
HCHYESHYTh J@ke IOCNe TOro, Kak Thl MX yJauMmmb. Thl He 3Haemb, KTO COXPaHWUI 3Ty
MH(OPMAIHIO, IONaa M OHA B NIOWCKOBHIE CHCTEMEI 1 COXpaHHJIaCh JIX OHA, a IJIABHOE: YTO
NOYyMAKOT O TeOe OKPYXKAIOLIHE JIHO/H, KOTOPHIE HalIyT U yBuAAT 510. Haiitn mudopmanmo
MHOTO JICT CITyCTS CMOXET J00O# - Kak u3 JOOpBIX IOOYXIEHHH, Tak H ¢ HaMepeHHeM

IPUYMHATE BPEA. ITO MOXKET OBITH KTO YIOIHO.



OcHOBHBIE COBETHI 110 3amuTe MUPPOBOL penyTanuu:

1. Ilomymaii, npexnme dem 9To-TO IyO/IMKOBAaTh U IepenaBath y ceGs B Giore wid B
COLIHAJILHOH CETH;

2. B HacTpoiikax npoduns ycraHoBH OrPaHHUYEHHS Ha IPOCMOTP TBOETO MPOMHIA U ero
CONCPXKUMOTO, ClIeNali €ro ToMbKOo " Apy3eit";

3. He pa3mermaii u He yka3biBaii MH(OPMAIHIO, KOTOPAs MOXET KOTo-THG0 OCKOpOIATE
WA OOMXKaTh.

ABTOpCKOe npaBo

CoBpemeHHBIE WIKONBHMKH - aKTHBHEIE I10J530BATENH uu(poBoro mpocTpaHcTRa.
OnHako naniexo He BCe 3HAIOT, YTO IOIB30BAHHE MHOTHME BO3MOXHOCTAMH IIH(PPOBOro MHpa
TpebyeT cobImoeHus IpaB Ha HHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTE.

Tepmun "uHTENNEKTYaNEHAS COGCTBEHHOCTH" OTHOCHTCS K Pa3IHYHBIM TBOPEHHSIM
HCIIOBEIECKOro yMa, HaYMHAsA C HOBBIX M300pPETEHMH U 3HAKOB, 0G03HAYAIOMMX COGCTBEHHOCTE
Ha I@POAYKTHl M YCIYTH, W 3aKaHYMBAs KHHUTAMH, dororpadpusmu, xuHODHIBEMaMU u
MY3bIKQIbHBIMU IPOU3BEICHUSIMH.

ABTOpCKHE IIpaBa - 3T0 NpaBa Ha HHTCJUICKTYaJIbHYI0 COOCTBEHHOCTh Ha ITPOM3BEICHMUS
HayKH, JIATEPATYPhI U UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYIAIOT B KAYECTRE rapaHTHH TOT'O, YTO
MHTEIUIEKTyaIbHbIH/TBOPYECKHE TPy aBTOpa He Gyer HalpacHbIM, JacT €My CIIPaBejIuBbIe
BO3MOXHOCTH 3apaboTaTh Ha pesyJbTarax CBOETO TPya, HOJIyYUTh U3BECTHOCTD U MPU3HAHHE.
Huxro 6e3 paspemenus asTopa He Moxer BOCIPOHU3BOJIMTE €TI0 POU3BENCHHE, PACIIPOCTPAHSITE,
IyOIMYHO JEMOHCTPHPOBATH, MPOJABATH, HMIIOPTHPOBATh, IYCKaThb B IPOKAaT, MyOIHYHO
HCIIOJHSTE, [IOKa3bIBATE/UCIIONHATE B d(Upe WK pa3MelaTs B Hnrepnere.

Hcnonk3oBanue "nuparckoro” IPOTPaMMHOTO OOECTIEUEHHSI MOXKET TIPHBECTH K MHOTHM
PHCKaM: OT IOTEpH JAAHHBIX K TBOMM aKKayHTaM O GIOKHPOBKH TBOEro YCTpOKCTBa, e
YCTaHOBJICHa HeeranbHas nmporpamma. He crout Taxske 3a6biBars, 9ro CYIIECTBYIOT JIETAJILHBIE
¥ OECIUTAaTHEIE IPOrPAMMBI, KOTOPBIE MOYKHO HANTH B CETH.

O noprane |

CereBudoK.pd - TBOM TIABHEIA COBETYMK B CeETH. 3mece THI MOXeIb y3HATH O
0e301acHOCTH B CETH NMOHATHBIM H AOCTYIHBIM S3BIKOM, @ MIPH BO3HHKHOBEHHHM KPUTHYECKOMH
CHUTyalluu OOpaTHTBCS 3a COBETOM. A Takke IPHHATE Y9aCTHE B KOHKYpCaxX U CTaTh CaMbIM
MPOBBIM TPAKIAHHHOM.

ITomuwuTe:

HEJIb351
1. Beem moapsin coobmarts cBoro JACTHYIO HH(OPMAIMIO (HACTOSIIME MMS, DaMUITHIO,

TenedoH, aapec, HOMEp IIKOJEBL, a TAKKe dotorpadum cBou, cBoeit ceMby 1 Jpy3eit);



2. OTKpBIBATh BIIOXKEHHBIE (DaiiiIbl SJIEKTPOHHOM IMOYTHI, KOT/Ia He 3HACIb OTIIPABUTEIIS,

3. I'pyOuth, mpuaupaThes, OKa3bIBaTh JaBJICHHUE - BECTH Ce0st HEBEXIIUBO M arpecChUBHO;

4. He pacmopspkaiics neHeraMu TBOeH ceMbH Ge3 paspelleHHs CTapliuX - BCerja
CIpaluyBail poguTenei;

5. He Bcrpeuaiics ¢ MHTepHET-3HAaKOMBIMH B pealbHOM MKH3HH - IIOCOBETYHCS CO
B3pOCIIBIM, KOTOPOMY JIOBEpSIEIIb.
OCTOPOXHO

1. He Bce munryt mpaBay. Uurtaems o cebe HempaBay B MHTepHETE - coolOuu 06 3TOM
CBOMM POJUTENSIM HJIH OIlEKyHaM;

2. [IpurnamaroTr nepenucrBaThCs, HrpaTh, 0OOMEHUBATHCS - TPOBEPD, HET JIH MOBOXA;

3. He3axonHOe konupoBanue ¢aiisioB B VIHTEpHETE - BOPOBCTBO;

4. Beerna paccka3sbiBaii B3pOCIIbIM O IIpoOJieMax B CETH - OHH BCET/a TIOMOTYT;

5. Hcnone3y#i HacTpoiiku 6€30NmacHOCTH M INPUBAaTHOCTH, YTOOBI HE MOTEPSTH CBOU
AKKayHTBI B COICETSAX U APYTHX MOpTAIax.
MO>XKHO

1. ¥YBaxait Ipyrux noys3oBareneii;

2. ITone3yembest UTHTEpHET-UCTOYHUKOM - JieJiaif CCHUIKY Ha HETO;

3. OTkpbIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. Obmarscs 3a IOMOIIBIO B3POCIBIM - POJHUTEIHN, ONEKYHBI M aJIMHHUCTDPAIKS CaliTOB
BCETJa MOMOTYT;

5. IIpoiiau o6ydenue Ha caiite "CeTeBHYOK" M MOJIYYH MACIOPT HUGPPOBOTO IPaskIaHIHA.



